Security Researcher

Montreal - Full-time - 744000028825423

Apply Now:
https://jobs.smartrecruiters.com/Ubisoft2/744000028825423-security-researcher?oga=true

Ubisoft IT is seeking a Security Researcher to join the Security and Risk Management (SRM) Team
in Montréal. As a member of the SRM team, you will perform security audits on Ubisoft games and
services to ensure their resilience against various threats.

Responsabilities:

e Act as a technical expert regarding security matters related to game security aspects such as
anti-piracy, anti-cheat and game exploits;

e Research vulnerabilities in Ubisoft games and suggest appropriate solutions or mitigations;

» Reverse engineer existing software exploits taking advantage of our online games;

e Produce technical game security guidelines for game development teams;

e Evaluate and participate in the implementation of security protections within game clients and
game Servers;

e Perform code security audits to detect security weaknesses;

e Prioritize corrective measures and assist development teams in fixing issues;

e Communicate efficiently technical security requirements to project stakeholders.

e Strong experience in reverse engineering and/or vulnerability research- having this knowledge
within a game cheating environment like anti-cheating, bypasses is a major plus;

e Fluency in C/C++/Assembly and at least one scripting language such as python/ powershell;

e Strong knowledge of static and dynamic analysis on executables, proprietary file formats,
proprietary network protocols;

e Experience with process instrumentation methods and disassemblers/decompilers such as IDA
Pro; Good knowledge of Compilers and Linkers, COFF/PE/ELF Binary Formats;

* Good knowledge of software obfuscation techniques, exploitation & protection techniques;

¢ Capacity to think outside the box, understand and adapt solutions to meet business
requirements;

Just a heads up: If you require a work permit, your eligibility may depend on your education and
years of relevant work experience, as required by the government.

Skills and competencies show up in different forms and can be based on different
experiences, that's why we strongly encourage you to apply even though you may not have
all the requirements listed above.

At Ubisoft, you can come as you are. We embrace diversity in all its forms. We're


https://jobs.smartrecruiters.com/Ubisoft2/744000028825423-security-researcher?oga=true

committed to fostering a work environment that is inclusive and respectful of all
differences.



