Security Analyst

Montreal - Full-time - 744000024554245

Apply Now: https://jobs.smartrecruiters.com/Ubisoft2/744000024554245-security-analyst?oga=true

Ubisoft IT is currently looking for a Security Analyst to join the Security and Risk Management team.
As a security Analyst joining this team, you will collaborate with Ubisoft's security resources and
management to ensure coordination, mitigation, and risk reduction of identified security incidents,
vulnerability response, and threat hunting. You will also be responsible for incident response
operations, delegating responsibilities, and coordinating all actions with stakeholders, including
management.

Responsibilities:

e Lead incident response activities before, during, and after incidents and act as the central
point of contact at Ubisoft during incidents;

e Coordinate with other teams and assign responsibilities;

e Write, review, and communicate post-mortem reports to stakeholders;

e Advise on measures regarding the regulatory aspects of incidents;

 Participate in implementing a comprehensive set of incident response workflows, including
automation and critical vulnerability response;

e Prepare scenarios and regularly test procedures with internal teams;

e Collaborate on all aspects of threat intelligence activities, including threat hunting, malware
analysis, and forensics;

e Develop, maintain, and document operational analysis processes.

e Previous experience as a Cyber Incident Response Analyst or Digital Forensics Analyst;

¢ Good experience working with Security Information and Event Management (SIEM), Endpoint
Antivirus and Endpoint Detection & Response (EDR);

¢ Good experience with Splunk Enterprise Security;

e Demonstrated ability to translate technical details to business partners, management, lawyers,
and HR.

e Experience with forensics tools such as Velociraptor, Autopsy, and Axiom.

If you possess the following experience, it will be considered an asset:

e Experience with security orchestration automation and response (SOAR).

Just a heads up: If you require a work permit, your eligibility may depend on your education and
years of relevant work experience, as required by the government.

Skills and competencies show up in different forms and can be based on different
experiences, that's why we strongly encourage you to apply even though you may not have


https://jobs.smartrecruiters.com/Ubisoft2/744000024554245-security-analyst?oga=true

all the requirements listed above.

At Ubisoft, we embrace diversity in all its forms. We’re committed to fostering an inclusive
and respectful work environment for all. We know the importance of providing a pleasant
interview experience, therefore if you need any accommodation, please let us know if there
is anything we can do to facilitate the interview process.



